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Abstract. The steganalytic measures are proposed to destroy the
steganographic method using pixel-value differencing(PVD) and mod-
ulus function. The modulus PVD steganography method utilizes the
remainder of the two consecutive pixels to embed the secret data, which
gains more flexibility and is capable of deriving the optimal remainder of
the two pixels at the least distortion. However, there exist unavoidable
weaknesses: fluctuation of the histogram, asymmetry of the 1 and -1
histogram values, and abnormal increasing of the 0 histogram value.
The steganalytic measures are designed using these weaknesses of the
modulus PVD steganography method. Through experiments, we prove
that the proposed steganalytic measures successfully defeat the modulus
PVD steganography method.

Keywords: Steganalysis, Steganography, Pixel-value differencing, Mod-
ulus function.

1 Introduction

Steganography embeds the secret message into cover media, but hides the exis-
tence of the secret message. Steganalysis is the art and science to defeat steganog-
raphy. Determining whether the secret message exists in the media is the difficult
and challengeable topic. Although the steganalysis has short history, its impor-
tance becomes more emphasized for the security and a lot of researchers have
the interests at this area.
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In recent, Pixel-Value Differencing(PVD) techniques are adapted in steganog-
raphy, where the secret message is embedded into cover media by making a dif-
ference between selected two pixel values. Wu and Tsai [1] proposed the original
PVD steganography method, but this method has the step effects. To avoid this
step effects, the modified PVD steganography is proposed by Zhang and Wang
[2], where the lower and upper bound of the range is changed pseudo-randomly.
To increase the capacity, Wu et al. [3] presented the enhanced PVD steganog-
raphy method, where LSB embedding is adapted in smoothing area and PVD
embedding is adapted in edge area.

Many steganalysis algorithms to defeat steganography methods have been
studied. Although well-known steganalytic methods for images exist such as
RS[4], SPA[5], and HCF-COM[6], these methods fail to defeat PVD steganog-
raphy methods. To attack the enhanced PVD steganography method, Sabeti et
al. presented the steganalysis method using chi-square test [7]. However, this
method requires user-intervention to visually select the threshold. Also, it fails
when the step effect is not visible at low embedding rates.

The modulus PVD steganography method is suggested by Wang et al. [8].
This method gains the high quality and capacity by using the modulus func-
tion in comparison with previous PVD methods. We find that the modulus
PVD steganography method has three weaknesses: fluctuation of the histogram,
asymmetry of the 1 and -1 histogram values, and abnormal increasing of the
0 histogram value. In this paper, we suggest the steganalytic measures to de-
tect the existence of the messages by utilizing these weaknesses and prove the
performance of the presented method through experiments.

This paper is organized as follows. Section 2 reviews the modulus PVD
steganography method. The steganalysis to defeat the modulus PVD steganog-
raphy method is presented in section 3. Experimental results are shown in section
4 and section 5 concludes.

2 Review of the Modulus PVD Steganography

To explain the modulus PVD steganography method, let the cover image as F
which is partitioned into sub-blocks Fi. Fi is composed of two consecutive pixels,
P(i,x) and P(i,y). Message embedding is performed by modifying the remainder
of two consecutive pixels P(i,x) and P(i,y) instead of the difference value. A range
table R to provide information about the hiding capacity of each Fi is designed,
which is composed of n contiguous sub-ranges Rj. The embedding algorithm is
as follows.

Step 1: Obtain 5 parameters: (1) Obtain the difference value di of two con-
tinuous pixels P(i,x) and P(i,y), (2) the sub-range Rj such that Rj ∈ [lj , uj], (3)
the width wj = uj − lj + 1, (4) the hiding capacity ti bits, and (5) the decimal
value t′i of ti for each sub-block Fi by using Wu and Tsai’s scheme[1].

Step 2: Compute the remainder values Prem(i,x), Prem(i,y), and Frem(i,x) by
dividing P(i,x), P(i,y), and sub-block Fi by t′i, respectively.
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Step 3: Embed ti bits of secret data into Fi by altering P(i,x) and P(i,y) such
that Frem(i) = t′i by the optimal approach to achieve the minimum distortion.
So, the maximum value to change will be �m/2� or �m1/2� (m = |Frem(i) − t′i|,
m1 = 2ti − |Frem(i) − t′i|). After Step 3, if P ′

(i,x) or P ′
(i,y) overflows the boundary

value 0 or 255, then execute Step 4 for revising P ′
(i,x) and P ′

(i,y). If not, the
purpose of concealing secret data will be completed after the replacement of
(P(i,x), P(i,y)) by (P ′

(i,x), P
′
(i,y)) in the cover image.

Step 4: Revise P ′
(i,x) and P ′

(i,y) by adding (2ti/2), subtracting (2ti/2) or
shifting the overflowing values. After Step 4, (P ′

(i,x), P
′
(i,y)) can be corrected

so that the range of (P ′′
(i,x), P

′′
(i,y)) cannot go below 0 or over 255. Finally, put

(P ′′
(i,x), P

′′
(i,y)) in place of (P(i,x), P(i,y)) in the cover image and the embedding

algorithm is accomplished.

The extraction algorithm is very simple. The receiver obtain the difference
value d′i of two continuous pixels P ′

(i,x) and P ′
(i,y), and derive the width of the

sub-range by w′
j = u′

j − l′j +1, and the number of bits ti of the secret data which
can be extracted. After computing the remainder value of F ′

i by F ′
rem(i,x) =

(P ′
(i,x) + P ′

(i,y)) mod t′i , the extraction algorithm is completed by transforming
the remainder value F ′

rem(i,x) into a binary string with the length ti.
The modulus PVD steganography method gains the high capacity through

avoiding the falling-off boundary problem. Also, it uses the remainder for data
embedding and changes the pixel value one by one. So, it can modify the pixel
values minimally and gain the high quality.

3 Proposed Steganalytic Measures for the Modulus PVD
Steganography

Even though the modulus PVD steganography method avoids the falling-off
boundary and gains the high capacity, we were able to find the weaknesses in
this method. The modulus PVD steganography method changes two pixels by
turns, so the differencing of the pixel pair will be same or changed by just one
after embedding.

h′(n) =
{

(1 − α
2 ) · h(n) + α

2 · h(n − 1), if n ≤ 0;
(1 − α

2 ) · h(n) + α
2 · h(n + 1), if n > 0. (1)

α is the embedding rate and h′(n) is the new histogram value at n(−255 ≤
n ≤ 255) after embedding. When we calculate the PVD histogram of the stego
images in all ranges by Eq. (1), it will be similar as that of the cover images.
However, since there are some exceptional cases, we can detect the existence of
the message.

This section presents three steganalytic measures to defeat the modulus PVD
steganography method: fluctuations of the histogram, asymmetry of the 1 and
-1 histogram values, and abnormal increasing of the 0 histogram value.
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3.1 Fluctuations of the PVD Histogram

When the message is embedded by the PVD steganographic method, the differ-
ence must be in the same range Rj for the correct communication and keeping
the range in all cases of the secret data is most important. The difference n
which belongs to the range Rj(j ≥ 0) becomes n or n − 1 after embedding. If
n − 1 is not in Rj , it occurs the very serious problem that the message cannot
deliver to the receiver correctly. So, in case of falling into other range after em-
bedding, the PVD should be adjusted. For example, when two pixels are 20 and
4, the original PVD is 16 in R4 and 4 bits messages can be embedded. If the
message bits are 10012 = 910, the stego pixels become 20 and 5 by the modulus
PVD steganography method and the PVD of stego pixels becomes 15 in R3. In
this case, the receiver will extract only 3 bits message because the PVD is 15
and hence the extraction of the correct messages will fail. To solve this problem,
the modulus PVD steganography method have to change the new PVD value
as 21 and 4 to be in the same range before message embedding. However, this
modification is a weakness of the modulus PVD steganography method because
it causes the changes of the PVD histogram.

Let’s consider the case that the difference is the lower bound value lj of the
range Rj . As we mentioned above, the new difference can be lj or lj − 1. But,
since lj − 1 is equal to uj−1 and lj − 1 belongs to Rj−1, the adjusting process
have to be applied and new difference can be fixed as lj +1. From this adjusting
process, the modulus PVD makes the fluctuations of the PVD histogram. The
PVD histogram of the upper bound of the range can be calculated by Eq. (2),
which decrease after message embedding.

h′(uj) = (1 − α

2
) · h(uj). (2)

Since h(lj) will be able to change h′(lj) or h′(lj + 1) not h′(lj − 1) to keep
the same range, h′(lj +1) will be able to get by Eq. (3) and it will be increasing
after embedding.

h′(lj + 1) =
α

2
· h(lj) + (1 − α

2
) · h(lj + 1) +

α

2
· h(lj + 2). (3)

In natural images, the h(uj) is greater than h(lj+1 + 1) because its PVD
histogram follows the Gaussian distribution [2]. However, as we mentioned above
by Eq. (2) and Eq. (3), h′(uj) is smaller than h′(lj+1+1) by the adjusting process.
Therefore, the embedding processes make the fluctuations around the edge of
the range as shown in Fig. 1.

Simply, we can detect the existence of the secret message even by visual attack
of the histogram. To detect the modulus PVD steganography method automat-
ically, we compared the h′(−7) and h′(−9) histogram value and determined the
existence of the secret message when the difference ratio between h′(−7) and
h′(−9) is largest. We design the first steganalytic measure SM1 to defeat the
modulus PVD steganography method like Eq. (4).

SM1 =
h′(−9) − h′(−7)

h′(−7)
× 100. (4)
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Fig. 1. PVD Histogram of Baboon after 100% embedding

3.2 Asymmetry of h′(1) and h′(−1)

In the modulus PVD steganography method, the change of PVD is reducing
the absolute value by one. Hence, the h′(1) value by Eq. (5) increases while the
h′(−1) value by Eq. (6) is similar to the h(−1) value. In other words, the h′(−1)
value will not be similar to the h′(1) value while the h(−1) value is similar to
the h(1) value.

h′(1) =
α

2
· h(0) + (1 − α

2
) · h(1) +

α

2
· h(2). (5)

h′(−1) = (1 − α

2
) · h(−1) +

α

2
· h(−2). (6)

By checking the asymmetry of the h′(1) and h′(−1) values, the second ste-
ganalytic measure SM2 to defeat the modulus PVD steganography method is
designed like Eq. (7).

SM2 =
h′(1) − h′(−1)

h′(−1)
× 100. (7)

3.3 Abnormal Increasing of h′(0)

Another exceptional case is occurred at the h(0) value. According to the embed-
ding process, the absolute value of the PVD decreases by one. Hence, the h′(0)
value is calculated by Eq. (8).

h′(0) =
α

2
· h(−1) + (1 − α

2
) · h(0) +

α

2
· h(1). (8)

The h′(0) value increases severely because the histogram follows the Gaussian
distribution. We designed the third steganalytic measure SM3 like Eq. (9) by
checking the abnormal increasing of the h(0) value.
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SM3 =
h′(0) − he(0)

he(0)
× 100. (9)

It is essential to estimate the original histogram value h(0) to detect the
increasing of the h′(0) value. As mentioned above, the h′(1) value increases after
embedding. Therefore, the histogram value of negative area is used to estimate
the h(0) value. To estimate this value, we fit the histogram curves as one of the
three well-known models, where the histogram values from -4 to -1 is considered:
Gaussian, Laplacian, or linear. Then, the h(0) value is estimated from the fitted
distribution model.

First, if the histogram is convex, we estimate h(0) by the Gaussian distribu-
tion. We can get the a1 and σ1 by using two points. One is the histogram value
at −1 and the other is the average of the histogram at the center of mass in the
range from -7 to -1.

he(0) = a1 · 1√
2πσ1

exp (− 02

2σ2
1
). (10)

Second, if the histogram is concave, we estimate h(0) by the Laplacian dis-
tribution. We calculate the a2 and σ2 by using two points ((-1, h′(−1)), (-2,
h′(−2))).

he(0) = a2 · exp (−σ2 × |0|). (11)

At last, if the differencing between the histograms is almost equal, we estimate
h(0) by the linear equation.

he(0) = h′(−1) + (h′(−1) − h′(−2)). (12)

4 Experimental Results

About 2048 images from the NRCS database[9] and KODAK database[10] are
tested. After the modulus PVD steganography method is applied to images, the
presented steganalytic measures presented in section 3 are tested whether the
modulus PVD steganography method can be detected or not.

4.1 SM1: Fluctuations of the PVD Histogram

As explained in section 3.1, the modulus PVD steganography method makes
the fluctuation of the PVD histogram. We can detect the existence of the secret
message even by visual attack of the histogram. To find the fluctuations auto-
matically, we compared the h′(−7) and h′(−9) values because the effect of the
fluctuations is very small in other range. For 2048 images, the difference ratio of
the h′(−7) and h′(−9) values is shown in Fig.2.

In cover images, the h(−9) value was smaller than the h(−7) value and SM1 is
below 0. However, in stego images, the h′(−9) value was higher than the h′(−7)
value and SM1 is above 0. This ratio did not show good separation results in
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Fig. 2. SM1: Difference ratio of h′(−9) to h′(−7)

low embedding rates under 50%, because there are the small histogram fluctu-
ations in the cover images and the PVD histogram did not follow the perfect
Gaussian distribution. However, when embedding rate is high, the first presented
steganalytic measure SM1 can detect the modulus PVD steganography method.

4.2 SM2: Asymmetry of h′(1) and h′(−1)

We compared the difference ratio SM2 of the h′(1) and h′(−1) histogram values
in the stego images with that of the h(1) and h(−1) histogram values in the
cover images. For 2048 images, SM2 is summarized in Fig. 3. Since the PVD
histogram follows the Gaussian distribution, the h(1) value is similar to the
h(−1) value in the cover image. However, through the embedding process, the
h′(1) value increased by Eq. (5) and the h′(1) and h′(−1) histogram values
became asymmetric. As a result, the second steganalytic measure SM2 in the
stego images is higher while SM2 in the cover images is very close to 0. Therefore,
the second presented steganalytic measure SM2 using the difference ratio of h′(1)
and h′(−1) value can detect the modulus PVD steganography method.

4.3 SM3: Abnormal Increasing of h′(0)

As explain in section 3.3, the h′(0) value increases abnormally by Eq. (8). When
we estimate the original h(0) value and compare it with the h′(0) value from
stego images, the existence of the secret message can be detected.

Since the PVD histogram of Lake is convex as shown in Fig.4a, the Gaussian
distribution was adapted to estimate the h(0) value. To get the a1 and σ1
of the Eq. (9), we computed the center of mass and the average of the his-
togram values in the range from -7 to -1. In Lake, two points were (-1, 7257) and
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Fig. 3. SM2: Difference ratio of h′(1) to h′(−1)

Fig. 4. h(0) of cover image, h′(0) of stego images, and estimated value he(0) by fitting
histogram curve

(-3, 4602) and the estimated value he(0) was different from original one by just
1.7%. The PVD histogram of House is concave as shown in Fig. 4b, the Lapla-
cian distribution was adapted. To get the a2 and σ2 of the Eq. (10), two points
(-1, 10520) and (-2, 6123) were used and the estimated value he(0) value was
different by just 3.1%. The PVD histogram of Baboon and Lena followed the
linear model as shown in Fig. 4c and 4d and its difference was just 2.7% and
0.07% respectively.
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Table 1. Difference between he(0) and hs(0), hc(0)

Type hc(0) he(0) hs(0)(100%) hs(0)(50%)
Lake Gaussian 7,822 7,691 11,228(45.99%) 9,788(27.27%)
boat Gaussian 7,533 7,438 11,126(49.58%) 9,073(21.98%)

House Laplacian 18,639 18,075 23,023(27.37%) 20,279(12.19%)
Baboon Linear 5,066 4,932 7,351(49.05%) 6,060(22.87%)
Lena Linear 12,589 12,598 18,670(48.20%) 15,415(22.36%)

NRCS01 Linear 14,725 14,806 21,773(40.06%) 18,437(24.52%)
NRCS02 Laplacian 36,088 36,054 50,362(39.68%) 44,875(24.47%)
NRCS03 Laplacian 42,984 43,652 56,172(28.68%) 52,074(19.29%)
Kodak01 Laplacian 16,252 14,664 19,952(36.06%) 17,829(21.58%)
Kodak02 Linear 22,556 21,692 30,251(39.46%) 28,085(29.47%)

We performed this measure to 10 random images and all cases were success-
fully estimated. The results are summarized in Table 1. The difference between
the estimated value he(0) and the stego’s value h′(0) was very big, while the
difference between the estimated value he(0) and the cover’s value h(0) was
very small. Therefore, the third presented steganalytic measure SM3 using the
estimated value he(0) can defeat the modulus PVD steganography method.

5 Conclusion

In this paper, we presented the steganalytic method to destroy the modulus PVD
steganographic method. Although the modulus PVD steganography method
overcomes the falling-off-boundary problem of the PVD steganography and gains
the high capacity and quality, it still has weaknesses: fluctuations of the his-
togram, asymmetric of the 1 and -1 histogram values, and abnormal increasing
of the 0 histogram value. Utilizing these weaknesses, the new steganalytic mea-
sure was designed and successfully detected the existence of the secret message
with the modulus PVD steganography method.

In future works, more experiments will be performed and improving the estima-
tion method of the PVD histogram to destroy the PVD steganographic method
will be researched. Also, estimating the message length will be considered.
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