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ABSTRACT 
Color laser printers are nowadays abused to print or forge official 
documents and bills. Identifying the printing source used to print 
documents will be a step for digital media forensics. This paper 
presents a color laser printer identification method to detect what 
kind of color laser printers is used to print the unknown images. 
Since each printer vender uses their own printing process, printed 
documents from different venders have a little invisible difference 
looks like noise. In our identification scheme, the invisible noises 
are estimated with the wiener-filter and then a gray level co-
occurrence matrix (GLCM) is calculated to analyze the texture of 
the noise. From the GLCM, 60 statistical features are extracted 
and applied to train and test the support vector machine classifier 
for identifying the color laser printers. In the experiment, we use 
total 2,597 images from 7 color laser printers. The results prove 
that the presented identification method performs well analyzing 
the noise texture of color printed images. 

Categories and Subject Descriptors 
I.4.m [Image Processing and Computer Vision]: Miscellaneous 

General Terms 
Performance, Experimentation, Security. 

Keywords 
Digital Forensics, Wiener Filter, Gray Level Co-occurrence 
Matrix, Support Vector Machine Classifier 

1. INTRODUCTION 
In the recent past, digital devices have been popularized and 

improved gradually in various aspects. Moreover, their price has 
come down over the past few years though their performance has 
been getting better. Also, the software is improved gradually. 
Since these high-developed digital devices can be accessed in low 

price, even novices can easily perform some complex tasks. 
However, it raises negative aspects with positive aspects. For 
example, someone can make fake document or bill with software 
like ‘Photoshop’ and a high-quality color laser printer. These 
digital image forgery techniques become more sophisticated so 
faked document or bill cannot be detected in naked-eye.  

As increasing digital image forgeries, the reliability of digital 
images is getting more important. To enhance the reliability of 
digital images, digital forensic researches have been grown up in 
various fields. One group tries to identify imaging source by 
specifying characteristics of the image acquisition device. When 
the device which forged the image is found, it helps to detect the 
criminal who forged the image. Another group tries to identify 
printing devices used to forge documents. In this field, most of 
printing devices are monochrome laser printers [1, 2, 3]. Recently, 
color laser printers are getting cheaper and their printing quality is 
getting better. Therefore, the number of color laser printers in use 
is growing and the identification scheme for color laser printers 
has become a necessity. When we can find out the color laser 
printers that would print the forged digital image document with 
the printer identification scheme, it helps to find out the criminal 
who forged the document.  

This paper presents a color laser printer identification scheme 
for color images. In digital forensic fields, there were few works 
for color laser printers. Nowadays, color laser printers are often 
abused to forge exquisitely official documents and bills and hence 
the authentication and reliability of color printed documents have 
been important accordingly. In our identification scheme, we 
consider the invisible noise characteristics which are different 
from the different color laser printers. These noises are extracted 
by applying the wiener-filter to printed images. After the gray 
level co-occurrence matrix is calculated to get the texture of the 
noise, the statistical features from the GLCM are trained and 
tested by support vector machine classifier. In our experiment, 
total 2,597 images from 7 color laser printers are tested to get the 
performance of the presented method.  

The rest of this paper is organized as follows. Section 2 
explains the printing process and the differences between the 
different color laser printers. The presented identification scheme 
with statistical features is described in Section 3. Section 4 
summaries experimental results and Section 5 concludes. 
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2. COLOR LASER PRINTER PROCESS 

2.1 Color Laser Printer Process 
The electrophotographic process iterates the seven steps of 

charging, exposing, developing, transferring, fusing, discharging, 
and cleaning consecutively to get multiple sheets of images. The 
electrophotographic process forms a latent image each time, so 
called no-plate printing [4].  

In order to print colors, the above electrophotographic process 
is iterated four times for cyan, magenta, yellow, and black images, 
and then the colors are overlapped. Color electrophotographic 
system architectures are categorized into three types: overprint on 
photoreceptors, overprint on intermediate media, and overprint on 
paper.  

Other categorizations can be done to count the number of 
photoreceptors in a system. A single photoreceptor type with 
multiple development housing is called a multi-path type, and 
multiple photoreceptors, each with one development housing, is 
called a tandem type. Figure 1 shows a typical tandem structure. 
Tandem type is theoretically four times faster than multi-path 
type. However, mechanical architectures are more complicated 
and a sophisticated color-registration mechanism is required. This 
tandem type system was first introduced in the high-end and high-
price market [4]. 

Another feature of the tandem type system architecture is to 
handle a wider range of media due to its simple media path, and it 

can be dominant with an evolution of a low-cost color-registration 
mechanism. All the color laser printers tested in this paper are the  

tandem type system architectures because of its merit described 
above. 

2.2 Color Management  
The images in computers can be displayed by monitors or 

printers. In this case, we can commonly notice that the color of 
the original image in monitors and the printed handout are little 
different. This color difference phenomenon between the outputs 
from different devices is called color distortion. It can be solved 
by color management for color laser printer.  

In the color processing of color laser printers, the CMYK color 
space has device-dependent property. The given CMYK data of 
the original image to a color laser printer are not related any color 
system as well as CIEXYZ color space for human visual system. 
They are just limited to colorimetry of the used color laser printer. 
Thus, the colors of printed images from different color laser 
printers slightly look different to each other. 

For color management to work, the stimulus and response 
character of a digital device must be characterized. Digital 
cameras are stimulated by color and respond with digital values. 
Scanners are similar. Displays and printers are the opposite. They 
are stimulated by digital values and respond with colors. Table 1 
summarized this [4]. 

 
Table 1. Stimulus/response pairings for digital devices 

Digital Device Stimulus Response 
Camera Color Digital Values 
Scanner Color Digital Values 
Display Digital Values Color 
Printer Digital Values Color 

 
There are two basic approaches to color management. Each 

requires knowledge of the stimulus/response character of color 
devices. The two approaches differ in how they take advantage of 
device characterizations. One approach to color management 
calibrates every device to act like a particular, standard pseudo-
device.  The second color management approach is profile based. 
Here device characterizations are packaged into standard data 
structures known as profiles. Two profiles will be used at the time 
of color reproduction. The first profile describes the source device 
and the second profile describes the destination device. Color 
processing use these profiles to attempt to maintain the color 
appearance of the original [4]. 

Each device has its own profile. The profile teaches the color 
management system how to relate the device’s digital values to 
colorimetry. The International Color Consoritum (ICC) defines 

Figure 1. Color laser printer process (overprint on paper type). 

Figure 2. General profile-based color management block 
diagram. 
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the industry standard for profile-based color management. Figure 
2 describes a standard profile-based color management approach. 
An image is captured by or created on a source device. The 
profiles describing a source device and a destination device are 
used to guide image processing. Afterward, the processed image 
is rendered on the destination device.  

This profile-based color management approach can minimize 
the color distortion among the color devices. However, general 
public who are not familiar to color system are not easy to go 
through a series of these tasks. In addition, this task requires a 
spectrophotometer, special equipment for measuring the exact 
printed color, and takes longer to perform. And the color 
management for the color laser printer should be performed 
periodically because of its mechanical aging problem. In general, 
most of color printing process is performed without this 
complicated color management. In this paper, we use the color 
difference phenomenon between the color halftone image outputs 
from different color laser printers in order to identify the color 
laser printers. In the next section, the overall identification 
scheme and statistical features from printed color images are 
presented. 

3. PROPOSED COLOR LASER PRINTER 
FORENSICS 

Color laser printer identification scheme consists of two parts: 
training and testing. In training, we extract 60 statistical features 
from printed images for each color laser printer. These features 
are used to train the model with a machine learning technique 
called support vector machine (SVM). In testing, for the unknown 
printed image, 60 statistical features are extracted and input to the 
model for identifying the printing device. Figure 3 describes the 
overall process of our scheme. In subsection 3.1, we propose the 
features based on wiener-filter and co-occurrence matrix. These 
extracted features are input for the SVM classifier. 

3.1 Features from Noise Texture Analysis 
To input printed images in computer system, we scan the 

images in RGB color space because scanners use the RGB color 
space only. And then, the RGB color space of scanned images is 
transformed to the CMYK color space which is used in color laser 
printers for printing digital images. The proposed scheme 
excludes K data because it is just calculated from CMY data for 
efficient toner usage.   

In the CMY color space, CMY represents for Cyan, Magenta 
and Yellow. A digital image has its own digital value and it can 
be reproduced to visual images with digital devices, monitors and 
printers. When it is reproduced by a color laser printer, its color 
space is transformed to CMY color space. We choose the CMY 
color space to minimize the distortion in our scheme. 

In image processing applications, the wiener filter is employed 
to remove the unnecessary noise. Figure 4 shows the noise-
removed image and the original image. CMY transformed images 
look strange because CMY color space is not suitable for display. 
We can find that the noise-removed version is smoother than the 
original version. In the proposed method, the noise feature can be 
extracted by calculating the difference between the original CMY 
images and wiener-filtered CMY images. These noise features are 
different from the brands of different color laser printers. Figure 5 
shows the color noises from different color laser printers. Hence, 
the color noise can be effectively used to identify the color laser 
printers. 

A conceptual pixel-based statistical texture analysis was 
proposed with using a gray level co-occurrence matrix (GLCM) 
[5]. This scheme has been adapted by other forensic researches 
[6]. A gray level co-occurrence matrix represents the relationship 
between the brightness values in images. In the original image, 
with given direction and distance between two adjacent pixels, we 
use the values of two adjacent pixels as the coordinate. GLCM 
describes textural characteristics in the image. Moreover it has a 
size of 256 x 256, regardless of the original image size. Because 
of these benefits, we use GLCM to analysis the textural 
characteristics of images. We can generate a gray level co-
occurrence matrix by counting how often we can find the 

Figure 3. The overall process of our scheme. 

Figure 4. CMY original image and its wiener-filtered 
version (about Baboon image). 

Figure 5. Color noises from different color laser 
printers (about Baboon image). 

21



 

 

coordinate.  
In our research, to take advantage of the GLCM and improve 

the classification accuracy, we calculate 4 GLCMs of color noises 
from each CMY band in 4 directions: 0°, 45°, 90°, and 135°. 
Figure 6 shows the example of making a gray level co-occurrence 
matrix.  

To generate 60 features for identifying the printing source, 5 
statistical features are extracted from GLCMs: homogeneity, 
contrast, energy, correlation and covariance. These statistical 
features are described in the Table 2. In Table 2, p(i,j) means 
generated GLCM and (i,j) means its index. Since we use the 
CMY color space, extract 5 features in the each color plain, and 
consider 4 directions, total 60 statistical features (3x5x4) are 
generated by our algorithm. 

Table 2. Statistical Features from GLCM 

Features Formula 
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y ,
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p i j
i j+ −∑  
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4. EXPERIMENTAL RESULTS 
This section shows experimental results to demonstrate the 

performance of our color laser printer identification scheme. We 
use 7 color laser printers from HP, Canon, Xerox and Konica. 371 
digital images having various colors were printed out from each 
color laser printer. Therefore, total 2,597 images are used in out 
experiments. The size of test images is 512 x 512 pixels. With 300 
dpi scanning resolution, all printed images were scanned by 
Epson perfection 2400 model. For convenient test environments, 
scanned 512 x 512 pixel images are divided equally into four 256 
x 256 pixel images. Figure 7 shows some test image sets. 

Figure 6. Example of making a GLCM. 
Figure 7. A few sample images in our experiments. 
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Two kinds of experiments are performed to analyze the 
performance of the proposed algorithm: brand identification test 
and model identification test in the same brand. Brand 
identification tests whether the proposed algorithm can make a 
difference among different color laser printer brands or vendors. 
Model identification in the same brand tests whether the proposed 
algorithm can discern among different color laser printer models 
in the same brand.  

4.1 Brand Identification 
In the first test, to identify the brand of color laser printers, we 

use the 4 color laser printers from different brands. They are 
described in Table 3. From the 4 color laser printers, we take the 
371 images per printers. So, total 371 x 4 = 1,484 images are used 
in the first test. 

 
Table 3. The color laser printers in the first test 

Tag Printer Model 
Xerox Xerox DCC 400 

HP HP Color LaserJet 4650 
Canon Canon iR C2620 
Konica Konica Minolta bizhub C250 

 
Table 4. Brand identification result (unit : %) 

        out 
in Xerox HP Canon Konica 

 Ours Choi Ours Choi Ours Choi Ours Choi
Xerox 98.9 98.3 0.3 0.7 0.3 0.5 0.5 0.6 

HP 0.3 7.0 98.9 91.4 0.3 1.6 0.5 0.0 

Canon 0.0 15.6 0.8 1.1 98.4 76.3 0.8 7.0 

Konica 1.6 2.2 1.3 0.2 0.5 0.2 96.5 97.3 
 
We compare our algorithm and Choi’s algorithm [7] which use 

the discrete wavelet transform based analysis. To determine the 
performance, 742 randomly selected images were used to train 
LIBSVM [8] and the remaining 742 images were used to test 
LIBSVM. To minimize the experimental error, we use the cross-
validation method. First, with randomly selected training data and 
test data, take the first experiment. Next, we exchange the training 
data and test data and take the second experiment. The results are 
an average of two used as the final result. The experimental 
results are shown as confusion matrix in Table 4. The accuracy 

comparison in brand identification is described in Figure 8. The 
brand identification result of our algorithm is 98.2%. It is higher 
than the result of Choi’s algorithm, 90.82%. Moreover, there was 
a big improvement in the result about canon color laser printers. 

4.2 Model Identification in the Same Brand 
In the second test, to identify the color laser printer models in 

the same brand, we use the 4 color laser printers from the same 
color laser printer vendor. They are described in Table 5. From 
the 4 color laser printers, we take the 371 images per printers. So, 
total 371 x 4 = 1,484 images are used in the second test. 

We compare our algorithm and Choi’s algorithm which use the 
discrete wavelet transform based analysis. The detail experiment 
setting and process are same to the first test. The experimental 
results are shown as confusion matrix in Table 6. The accuracy 
comparison in brand identification is described in Figure 9. The 
identification result of our algorithm is 84.5%. It is higher than 
the result of Choi’s algorithm, 67.93%. Moreover, there was a 
remarkable improvement in the result of DCC450, DCC5560 and 
DCC6540. 

 
Table 5. The color laser printers in the second test 

Tag Printer Model 
DCC400 Xerox DCC 400 
DCC450 Xerox DCC 450 

DCC5560 Xerox DCC 5560 
DCC6540 Xerox DCC 6540 

 
Table 6. Model identification result in the same brand 

(unit : %) 
        out 

in DCC400 DCC450 DCC5560 DCC6540 

 Ours Choi Ours Choi Ours Choi Ours Choi
DCC400 96.5 92.2 1.9 1.0 0.5 3.2 1.0 3.5 
DCC450 0.8 0.8 94.6 72.0 1.3 14.6 3.2 12.7

DCC5560 0.5 6.0 0.5 4.6 76.8 61.5 22.1 28.0

DCC6540 0.3 7.0 0.5 11.3 29.1 35.6 70.0 46.0
 

Figure 8. Accuracy comparison of brand identification 

Figure 9. Accuracy comparison of model identification 
in the same brand. 

23



 

 

5. CONCLUSION 
While there have been several researches about monochrome 

laser printer identification, color laser printer identification was 
not active research field. Recently, the identification of color laser 
printer is a trend that is emerging slowly. This paper presented a 
novel color laser printer identification method that is superior to 
previous studies.  

According to the experimental results, the identification result 
about DCC5540 and DCC6540 is relatively low. We can guess 
that they have similar properties in the manufacturing process. 
Since the color laser printers from the same brand might have the 
similar manufacturing process, we should study to find some 
features that can classify them more clearly. To trace many illegal 
offline contents, forensic researches for device identification need 
to be studied further. 
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