
Curve Watermarking Technique for Fingerprinting Digital Maps 
 

Yongjian Hu1,2*, Heung-Kyu Lee1, and Huafei Zeng2

1Department of Electrical Engineering and Computer Science 
   Korea Advanced Institute of Science and Technology, Daejeon, Korea 

2College of Automation Science and Engineering 
South China University of Technology, Guangzhou, P.R. China

   Email: hklee@mmc.kaist.ac.kr; eeyjhu@scut.edu.cn 
 

                                                           
* This work was supported in part by KOSEF grant NRL program R0A-2007-000-20023-0 of MOST, NSF of China 60772115, 
60572140, and NSF of Guangdong 04020004. 

Abstract

Curves are one of the major components of digital 
maps. In order to fingerprint digital maps, this paper 
addresses an efficient watermarking technique for 
curves. We choose the embedding domain based on the 
curvature of sample points and alter the coordinates of 
selected sample points for watermark embedding. The 
watermarked curve is reconstructed using Bezier curve 
segments. The use of Bezier model ensures not only 
large embedding capacity and high detection response 
but also small embedding distortion.  

 
1. Introduction 
 

Digital maps (e.g., topographical/contour maps in 
Global Positioning Systems (GPS)) are widely used in 
modern life. Since these data often appear in the form 
of digital images, early techniques for digital rights 
management simply use digital image watermarking 
techniques to enforce copyright protection or trace 
traitors. However, some drawbacks of this usage also 
appear. For example, large blank image areas cause 
lack of embeddable pixels; few image textures cause 
shortage of visual masking; transformation distortions 
in graphics data make the embedded watermark hardly 
satisfy the requirement of robustness. All these facts 
urge us to explore new watermarking methods that can 
better suit the characteristics of curve images. 

Digital maps are mainly composed of curves (raster 
or vector curves). A curve-based watermarking method 
is surely more suitable for exploiting the characteristics 
of curves. For the application of digital fingerprinting, 
curve watermarking must first satisfy the requirement 
of robustness. Geometric transformations are common 
in graphics data. They may not affect the 
understanding of map content, but may severely 

impede watermark/fingerprint (FP) detection. Curve 
watermarking also needs to have good embedding 
capacity. Although a fingerprint sequence is often not 
long, it must be redundantly embedded to achieve 
good robustness. 

There are a few papers investigating graphics data 
watermarking. Ohbuchi et al. [1] proposed a method 
for vector digital maps. The image is first divided into 
many rectangular areas. A watermark bit is embedded 
into vertices of each rectangular block. Ohbuchi et al. 
[2] further extended their method in the mesh-spectral 
domain. The vertices set is used to create a 2-D (two-
dimensional) mesh through Delaunay triangulation and 
the watermark is added into the low-frequency 
coefficients of mesh spectral representation. Solachidis 
et al. [3] proposed a method for watermarking the 
polygonal lines that describe image contours. The 
watermark is embedded into the curve’s Fourier 
descriptors. Other new researches include [4], where 
Gou et al. proposed a curve-based data hiding 
algorithm. The curve is first parameterized by the B-
spline model and a spread spectrum watermark 
sequence is then embedded into the coordinates of 
control points of the B-spline.  

In this paper, we propose a new watermarking 
algorithm for raster curves. We choose the embedding 
domain from sample points based on the characteristics 
of the curve. A spread spectrum watermark sequence is 
added into the coordinates of selected sample points. 
We then use the Bezier curve model to reconstruct the 
watermarked curve from the embedded sample points. 
The proposed method has good performance in 
robustness, embedding capacity, invisibility, and 
computational complexity.  
 
2. Overview of Bezier curves 
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Bezier curves were independently developed by 
Pierre Bezier and Paul de Casteljau. Bezier curves 
have been widely used in computer-aided geometric 
design. For example, Postscript font representations 
use quadratic Bezier segments to describe the outlines 
of characters. In practical engineering applications, 
however, most shapes are too complicated to be 
defined using a single Bezier curve, so we use splines. 
A spline curve is a sequence of curve segments that are 
connected together, end to end, to form a single 
continuous curve. Fig. 1 gives examples of a quadratic 
Bezier curve (left) and a cubic Bezier curve (right). Fig. 
2 shows how to join together two cubic Bezier curves. 

Let P(t) denote a curve, where P(t)={px(t), py(t)} and 
t is a continuous indexing parameter. Bezier curves can 
be written as  
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where Pi refers to the control point, and BBi,n(t) is the 
weight of the ith control point and known as the nth 
order Bezier blending function. Bi,nB (t) can be calculated 
by 
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where BBi,n(t) is a special case of the Bernstein 
polynomials, and 0 =1 and 0!=1. The properties of the 
Bernstein polynomials ensure that all Bezier curves lie 
in the convex hull of their control points. Hence, even 
though we do not interpolate all the points, we cannot 
be too far away.  

0

The high order Bezier curve has global influence. 
That is, moving one control point would affect the 
entire curve. So this paper only uses quadratic or cubic 
Bezier curve segments to approximate a contour line. 
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Fig. 1 Examples of two-dimensional Bezier curves 
generated from three and four control points. 
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Fig. 2 Joining two cubic Bezier curves together. 

 
3. Algorithm 
 

Our basic embedding and detection processes are 
depicted in Fig. 3. Below we give technical details. 
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Fig. 3 Basic embedding (upper) and detection (lower) 
processes. 
 
3.1. Selecting embedding domain 
 

Our watermark/fingerprint is modulated before 
embedding as a noise-like sequence that follows a 
Gaussian distribution with a zero mean and a unit 
variance. In other words, to satisfy the requirement of 
robustness, the watermark is embedded using a spread 
spectrum technique. For a raster curve, a popular 
embedding method is altering the coordinates of curve 
points. However, directly embedding data bits on 
curve points would damage the appearance of the 
original curve. The watermarked curve may be wiggly 
or even discontinuous. So more sophisticated 
embedding schemes are needed. The researchers in [4] 
adopt the B-spline model to parameterize the curve 
before embedding. They embed watermark bits in the 
coordinates of the B-spline control points and use the 
embedded control points to reconstruct a continuous 
watermarked curve.  However, there are two problems 
when using the B-spline. First, the knots connecting 
adjacent segments of the B-spline depend on sample 
points. If the sample points are not properly chosen, 
apparent sampling distortion could be introduced to the 
curve even though the estimation process of control 
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points is formulated as the least-squares problem. 
Second, if the control points are not properly chosen, 
modeling distortion may affect the approximation 
representation. Specifically, using too few control 
points could cause the loss of original curve details, 
while using too many control points may lead to over-
fitting [4]. The first problem can be alleviated by using 
nonuniform sampling scheme that samples the curve 
more frequently in the place with large curvatures, but 
the second problem seems complex. Although [4] 
suggests assigning higher weights to the points with 
higher curvatures and determining the number of 
control points according to the total weights of all 
sample points, the detailed steps are not given. It only 
states that the number of control points is about 5-8% 
of the total curve pixels. On the other hand, the number 
of control points employed is not only involved in 
embedding distortion but also in the robustness of the 
fingerprint against noise and attacks. 

The Bezier spline can pass through the first and last 
control points when it is used to approximate a curve. 
Besides, it is unnecessary to minimize the fitting error 
to select the control points from sample points. So we 
directly use sample points as Bezier control points in 
this paper. As will be seen, we have more embeddable 
points; the approximation representation suffers 
smaller modeling distortion; moreover, we do not carry 
out complex matrix computation for solving the least-
squares problem when searching for the control points. 

For simplicity, this paper only discusses the use of 
quadratic Bezier curve segment. Suppose P={p0, p1, p2, 
p3, …} is the set of sample points. Let {p0, p1, p2} 
constitute the first group of control points for the first 
quadratic Bezier segment. Let {p2, p3, p4} constitute 
the second group for the second one. Similarly, we can 
obtain control points for all Bezier curve segments. 
The Bezier curve segments are connected piece by 
piece to approximate the curve. Normally, we add a 
watermark bit to each element of P before Bezier 
modeling. However, as stated before, the sample points 
with large curvatures represent curve features, so we 
skip these points. Consequently, the features of the 
reconstructed curve only suffer distortion from Bezier 
modeling, whereas the other parts suffer distortion 
from both watermark embedding and Bezier modeling. 
During implementation, our segments-based 
embedding skips any group containing points with 
curvatures larger than the threshold. Since the number 
of sample points is large under an ordinary sampling 
step, the number of embeddable points is still large.  

 
3.2. Formulas  
 

We approximately calculate the curvature of each 
sample point {px(sj), py(sj)} by the following formula 
[4]. s is an indexing parameter. 
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For simplicity, we only address uniform sampling 
in this paper. The sample points with curvature values 
larger than the threshold will not be embedded. 
Suppose the number of embeddable control points is m 
and the coordinate values of each point are x and y, 
respectively. We will embed the watermark bits into 
both x and y. So the overall length of the watermark 
sequence is 2m.  The additive embedding rule is  

wpp ���'                              (4) 
where p is px or py, and p’ is the watermarked p. w 
refers to a watermark bit. is the scaling factor for 
controlling embedding strength. Prior to detection, the 
embedded watermark bit, w~ , is extracted from the test 
control point, p~ , by 
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Traditionally, the decision is made based on the 
correlation coefficient between the original watermark 
sequence, W, and the extracted watermark sequence, 
W~ . However, to make the fingerprinting algorithm 
more robust against collusion attacks, this paper adopts 
the Z statistic defined in [4]: 
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where L is the sequence length, and 	~ and 	  are the 

average values of  W~ and W, respectively.  
The embedding distortion is measured by the 

Hausdorff distance. Given two curves A and B, the 
Hausdorff distance is  [4]. )()(),( BdAdBAh AB ��

 
3.3. Preprocessing before detection 

 
Before detection, we must remove distortions from 

the test image. Geometric distortions in digital maps 
can be modeled by affine transformations. Therefore, 
common image registration methods are applicable. 
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Since the original curve is available at the decoder in 
fingerprint applications, this paper uses the ‘super-
curve’ in [5] for image registration. Initially, let M and 
M~  be the number of points on the original and the test 
raster curves, respectively. Let  and ts ts~  be the 
sampling step on the original and the test raster curves, 
respectively. Ideally, and ts ts~  are identical. In 

practice, however, M~  and M may be different due to 
distortions. So we estimate ts~  by ts~  = round 

(( M~ /M) ). As soon as the image registration 
process is finished, we obtain the sample points on the 
test curve. 

ts

 
4. Experimental results and discussion 
 

We test our algorithm on different curves. Here we 
give the results of a hand-drawn curve, stored in a 
binary image of size 800×600, as shown in Fig. 4. We 
compare our method with Gou et al.’s method [4]. 
=0.5. The curvature threshold is chosen based on the 
requirement on curve quality. The lower the threshold, 
the less the distortion is, and the smaller the 
embedding capacity is. This paper chooses 90% of the 
maximum curvature value as the threshold. The 
sampling step is set to 5. We choose 8% of curve 
points as the control points for Gou et al.’s method. 
The detection threshold is set to 6, as did in [4]. 

We test our method under common transformations 
and attacks in fingerprinting applications. From Table 
1, it can be seen that our embedding capacity is larger 
than Gou et al.’s, but our embedding distortion 
(Hausdorff distance) is smaller than theirs. On the 
other hand, our detection response is higher than theirs 
under no attacks, 10º rotation, and 95% scaling in both 
X and Y directions, respectively. Only in the case of 
printing-and-scanning, their method is slightly better 
than ours. We also simulate the collusion attacks under 
two colluders. Our detector has very strong responses 
(10.22 and 12.39) when the correct fingerprints appear, 
as shown in Fig. 5. In the same case, however, Gou et 
al.’s detector produces responses of 10.10 and 9.89.  
Normally, our detector has a very weak response when 
a fingerprint is not the correct one. This can also be 
seen in Fig. 5. 

 
5. Conclusion 
 

We have proposed a new watermarking method for 
curves. The use of Bezier curve segments can improve 
our algorithm in robustness, embedding capacity, 
embedding distortion, and computational complexity. 

For vector curves, our method is also applicable after 
turning vector curves into raster ones. 
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Fig. 4  A hand-drawn curve. 
 
Table 1 Performance comparison. NCP: number of 
curve points. NSP: number of sample points. Cap: 
embedding capacity or number of embeddable points. 
Hd: Hausdorff distance. 

Model

B-spline
Bezier

NCP

6479
6479

NSP

1297
1297

Cap

518X2
2394

Hd

6.24
4.47

Z statistic value

15.86
17.31

12.83
15.31

14.75
14.79

13.04
12.70

No
attack

10*
Rotation

95%
Scaling

Printing-
scanning

 
 

Fig. 5 Detection responses under collusion attack. 
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